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LogRhythm Support for ISO 27001

ISO (International Organization for Standardization) Standard
27001 provides a model for establishing, implementing,
operating, monitoring, reviewing, maintaining, and improving
an ISMS (Information Security Management System) within
the context of the organization’s overall business risks. These
published guidelines cover many areas surrounding “access
control”, "audit and accountability”, “incident response”, and

“system and information integrity".

The collection, management, and analysis of log data are
integral to meeting many ISO 27001 guidelines. The use

of LogRhythm directly meets some recommendations and
decreases the cost to meet others.

IT environments consist of heterogeneous devices, systems,
and applications—all reporting log data. Millions of individual
log entries can be generated daily, if not hourly. The task

of organizing this information can be overwhelming. The
additional recommendations of analyzing and reporting on
log data render manual processes or homegrown remedies
inadequate and cost prohibitive for many organizations.

LogRhythm delivers log collection, archiving, and recovery
across the entire IT infrastructure and automates the first
level of log analysis. Log data is categorized, identified, and
normalized for easy analysis and reporting. LogRhythm's
powerful alerting capabilities automatically identify the most
critical issues and notify relevant personnel. With the click of
a mouse or via an automated scheduler, LogRhythm's out-of-

the box ISO 27001 reporting packages ensure you meet your
reporting needs.

ISO 27001 and its recommendations guide organizations to
implement and perform procedures to effectively capture,
monitor, review and retain log data. The remainder of this
paper lists the applicable ISO control guidelines, as specified

in Instruction 8500.2, that LogRhythm helps address. For
each recommendation, an explanation of how LogRhythm
support the guideline is provided. Learn how LogRhythm's
comprehensive log management and analysis solution can help
your organization meet or exceed ISO 27001 guidelines.
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A.6 Organization of Information Security

IS0 27001 Compliance Recommendation How LogRhythm Supports the Guideline

A.61.3 All information security responsibilities shall be clearly LogRhythm can divvy up tasks and keep log information organized
defined. through restricted analysts and alarm viewers. LogRhythm can track
Allocation of an alarm status, delegate it to someone, change its current state
. (working, escalated), and add comments.
Information
Security Example Reports:

« Alarm And Response Activity
» Alarms With Event And Activity Detail
+ Usage Auditing Activity Summary

Responsibilities

A.8 Human Resource Security

IS0 27001 Compliance Recommendation How LogRhythm Supports the Guideline

A.8.3.3 The access rights of all employees, contractors and third LogRhythm collects all account management activities. LogRhythm
party users to information and information processing reports provide easy and standard review of all account management
Removal of facilities shall be removed upon termination of their activity.
. employment, contract or agreement, or adjusted upon .
Access Rights change. Example Reports:

» Account Management Activity
» Terminated Account Summary

A.10 Communications and Operations Management

IS0 27001 Compliance Recommendation How LogRhythm Supports the Guideline

Al10.1.2 Changes to information processing facilities and systems LogRhythm's file integrity monitoring capability can be used to detect
shall be controlled. additions, modifications, deletions, and permission changes to the file

Change system. Analysis & reporting capabilities can be used for monitoring

Management configuration changes. Real-time alerting can be utilized to detect and

notify of changes to specific configurations.

Example Reports:

« File Integrity Monitoring Log Detail

* File Integrity Monitor Log Summary
 Patches Applied

* *NIX Hosts Configuration Changes

» Windows Hosts Configuration Changes

A10.3.1 The use of resources shall be monitored, tuned, and LogRhythm provides central, secure, and independent audit log
projections made of future capacity requirements to storage. LogRhythm's central and extensible storage of audit log data
Capacity ensure the required system performance. ensures capacity will not be exceeded. LogRhythm can collect logs

from hosts, network devices, IDS/IPS systems, A/V systems, firewalls,
and other security devices. LogRhythm provides central analysis and
monitoring of network and host activity across the IT infrastructure.
LogRhythm's alarming capability can be used to independently detect
and alert on threshold violations.

Management

Example Reports:

* Log Volume (By Log Source)

+ System Critical And Error Conditions

« *NIX Hosts Critical Events and Errors

» Windows Hosts Critical Events And Errors
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IS0 27001 Compliance Recommendation How LogRhythm Supports the Guideline

A10.3.2 Acceptance criteria for new information systems, LogRhythm can track and report on when patches are installed on
upgrades, and new versions shall be established and devices, showing which systems have had patching within the past
System suitable tests of the system(s) carried out during month, or any other time frame as dictated by organizational policy.
Acceptance development and prior to acceptance. Example Reports:
« Patches Applied
A10.4.1 Detection, prevention, and recovery controls to protect LogRhythm detects and alerts on any error conditions originating

Controls Against
Malicious Code

up

A10.6.1 Networks shall be adequately managed and controlled, LogRhythm can collect logs from hosts, network devices, IDS/
in order to be protected from threats, and to maintain IPS systems, A/V systems, firewalls, and other security devices.
Network security for the systems and applications using the LogRhythm provides central analysis and monitoring of network and
network, including information in transit. host activity across the IT infrastructure. LogRhythm can correlate
Controls activity across user, origin host, impacted host, application and
more. LogRhythm can be configured to identify known bad hosts
and networks. LogRhythm's alarming capability can be used to
independently detect and alert on network and host based anomalies
via sophisticated filtering, correlation and threshold violations.
Example Reports:
» Network Device Critical Events And Errors
» Network Device Configuration Changes
« *NIX Hosts Configuration Changes
» Windows Hosts Configuration Changes
« Security Device Policy And Configuration
Example Alarms:
» Network Device Critical Condition
A10.8.4 Information involved in electronic commerce passing LogRhythm provides a record of all services used and can alarm on
over public networks shall be protected from fraudulent the use of non-encrypted protocols.
Electronic gﬁgvr:g,dcigrcw;iaocrt] dispute, and unauthorized disclosure Example Reports:
Messaging : » Use Of Non-Encrypted Protocols
A10.9.3 The integrity of information being made available on a LogRhythm's file integrity monitoring capability can be used to detect
publicly available system shall be protected to prevent additions, modifications, deletions, and permission changes to the file
Publicly unauthorized modification. system. Analysis & reporting capabilities can be used for monitoring
. configuration changes. Real-time alerting can be utilized to detect and
iA\?allabIe. notify of changes to specific configurations.
TG Example Reports:
« File Integrity Monitoring Log Detail
A.10.101 Audit logs recording user activities, exceptions, and LogRhythm completely automates the process and requirement of

Audit Logging

against malicious code and appropriate user awareness
procedures shall be implemented.

Back-up copies of information and software shall be
taken and tested reqularly in accordance with the agreed
backup policy.

information security events shall be produced and kept
for an agreed period to assist in future investigations and
access control monitoring.

from anti-virus applications, when the services are started and
stopped, as well as identifies when new signatures are installed.
Alarming can be configured to inform the custodian(s) of when any
malware is detected inside the environment.

Example Reports:
» Anti-Virus Signature Update Report

LogRhythm can track and report on when backups are performed
within the past month, or any other time frame as dictated by
organizational policy.

Example Reports:
» Backup Status

collecting and retaining security event logs. LogRhythm retains logs in
compressed archive files for cost effective, easy to-manage, long-term
storage. Log archives can be restored quickly and easily months or
years later in support of after-the-fact investigations.

Example Reports:
» Log Volume (By Log Source)

Example Alarms:
» LogRhythm Silent Log Source Error
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IS0 27001 Compliance Recommendation How LogRhythm Supports the Guideline

A10.10.2

Monitoring
System Use

Procedures for monitoring use of information processing
facilities shall be established and the results of the
monitoring activities reviewed regularly.

LogRhythm's monitoring, analysis, archiving, alerting, auditing, and
reporting capabilities provide for continuous monitoring of access
points across the Electronic Security Perimeter(s). For instance,
LogRhythm monitors unauthorized access for auditing, logging,
archiving, and alerting.

Example Reports:
» Alarm And Response Activity
» Usage Auditing Event Detail (By User)

A10.10.3

Protection
of Log
Information

Logging facilities and log information shall be protected
against tampering and unauthorized access.

Using LogRhythm helps ensure audit trails are protected from
unauthorized modification. LogRhythm collects logs immediately
after they are generated and stores them in a secure repository.
LogRhythm servers utilize access controls at the operating system
and application level to ensure that log data cannot be modified or
deleted.

Example Reports:
» Access Failures By Login
« Login Failures By Login

A10.10.5

Fault Logging

IS0 27001 Compliance Recommendation

Al.21

User
Registration

Faults shall be logged, analyzed, and appropriate action
taken.

LogRhythm collects logs continuously and real-time in the
organizational IT environment. The logs are normalized, analyzed and
presented in the LogRhythm Dashboard for real-time review. Alarms
are activated on critical events that will cause immediate and direct
notification to the administration. Reports and investigations for
compliance are available at all times.

Example Reports:

« System Critical And Error Conditions
« Alarm And Response Activity

» Usage Auditing Activity Summary

A.11 Access Control

There shall be a formal user registration and de-
registration procedure in place for granting and revoking
access to all information systems and services.

How LogRhythm Supports the Guideline

LogRhythm collects all account management and account usage
activity. Changes to accounts, usage of default accounts and the

full gamut of authorization and permissions related activity are
automatically monitored and can be easily alerted on when nefarious
unauthorized activity is detected. Packaged reports are provided to
supply full account of all account usage and change history.

Example Reports:
» Account Management Activity
» Host Access Granted And Revoked

Secure Log-on
Procedures

Access to operating systems shall be controlled by a
secure log-on procedure.

LogRhythm collects all account management and account usage
activity. Changes to accounts, usage of default accounts and the

full gamut of authorization and permissions related activity are
automatically monitored and can be easily alerted on when nefarious
unauthorized activity is detected. Packaged reports are provided to
supply full account of all account usage and change history.

Example Reports:

» Administrative Authentication Summary
» User Authentication Summary

» Host Authentication Summary
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IS0 27001 Compliance Recommendation

Al.5.4

Use of
System
Utilities

The use of utility programs that might be capable of
overriding system and application controls shall be
restricted and tightly controlled.

How LogRhythm Supports the Guideline

LogRhythm can collect audit logs reporting on the access and use
of utilities on hosts for monitoring and reporting. Additionally,
LogRhythm's file integrity monitoring capability can be used to
independently detect access and use of utilities.

Example Reports:
« File Integrity Monitoring Log Detail
* Processes By User

Information
Access

A.12 Information Systems Acquisition,

IS0 27001 Compliance Recommendation

Al2.4.2

Protection of
System Test Data

Access to information and application system functions
by users and support personnel shall be restricted in
accordance with the defined access control policy.

Test data shall be selected carefully, and protected and
controlled.

LogRhythm supplies a one stop repository from which to review

log data from across the entire IT infrastructure. Reports can be
generated and distributed automatically on a daily basis. LogRhythm
provides an audit trail of who did what within LogRhythm and a report
which can be provided to show proof of log data review.

Example Reports:
* Access Failures By Login
* Processes By User

Development, and Maintenance

How LogRhythm Supports the Guideline

LogRhythm's file integrity monitoring capability can be used to detect
additions, modifications, deletions, and permission changes to the file
system. Analysis & reporting capabilities can be used for monitoring
configuration changes. Real-time alerting can be utilized to detect and
notify of changes to specific configurations.

Access

Control to
Program Source
Code

Access to program source code shall be restricted.

LogRhythm's file integrity monitoring capability can be used to detect
additions, modifications, deletions, and permission changes to the file
system. Analysis & reporting capabilities can be used for monitoring
configuration changes. Real-time alerting can be utilized to detect and
notify of changes to specific configurations.

Example Reports:
« File Integrity Monitoring Log Detail

Change Control
Procedures

The implementation of changes shall be controlled by the
use of formal change control procedures.

LogRhythm monitors for proper operations and configuration changes
that may jeopardize the security of the system.

Example Reports:
« Configuration Change Summary

Technical Review
of Applications
After Operating
System Changes

When operating systems are changed, business critical
applications shall be reviewed and tested to ensure there
is no adverse impact on organizational operations or
security.

LogRhythm monitors for proper operations and configuration changes
that may jeopardize the security of cardholder data.

Example Reports:
« Configuration Change Summary

Restrictions
on Changes
to Software
Packages

Modifications to software packages shall be discouraged,
limited to necessary changes, and all changes shall be
strictly controlled.

LogRhythm monitors for proper operations and configuration changes
that may jeopardize the security of cardholder data.

Example Reports:
+ Configuration Change Summary
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How LogRhythm Supports the Guideline

IS0 27001 Compliance Recommendation

Al12.5.4 Opportunities for information leakage shall be prevented. LogRhythm's Data Loss Defender (DLD) feature independently
monitors and logs the connection and disconnection of external data
Information devices to the host computer where the Agent is running. It also
K monitors and logs the transmission of files to an external storage
Leakage device.
Example Reports:
» LogRhythm Data Loss Defender Log Detail
Al2.6.1 Timely information about technical vulnerabilities of Vulnerabilities can be detected by real-time examination tools or
information systems being used shall be obtained, by using compatible vulnerability scanning systems. Alarming can
Control of the organization's exposure to such vulnerabilities be configyre_d to inform_ the custodian(s) of when any malware is
e evaluated, and appropriate measures taken to address detected inside the environment.

Vulnerabilities

the associated risk.

Example Reports:
+ Vulnerabilities Detected
» Malware Detected

Example Alarms:
» Alarm on Malware

A.13 Information Security Incident Management

IS0 27001 Compliance Recommendation

How LogRhythm Supports the Guideline

A13.11 Information security events shall be reported through Vulnerabilities can be detected by real-time examination tools or
appropriate management channels as quickly as possible. by using compatible vulnerability scanning systems. Alarming can
Reporting be configured to inform the custodian(s) of when any malware is
. detected inside the environment.
Information

Security Events

Example Reports:
* Vulnerabilities Detected
» Malware Detected

Example Alarms:
» Alarm on Malware

Al131.2 All employees, contractors and third party users of LogRhythm documents alarm and response activities such as
information systems and services shall be required to ‘responsible parties notified’; alarm status such as ‘working, escalated,

Reporting note and report any observed or suspected security resolved’; and what actions were taken.

Security weaknesses in systems or services. Example Reports:

Weaknesses + Alarm And Response Activity

Al13.21 Management responsibilities and procedures shall be LogRhythm documents alarm and response activities such as

Responsibilities
and Procedures

established to ensure a quick, effective, and orderly
response to information security incidents.

‘responsible parties notified’; alarm status such as ‘working, escalated,
resolved’; and what actions were taken.

Example Reports:
» Alarm And Response Activity

Learning from

There shall be mechanisms in place to enable the types,

volumes, and costs of information security incidents to
be quantified and monitored.

LogRhythm completely automates the process and requirement of
collecting and retaining security event logs. LogRhythm retains logs in
compressed archive files for cost effective, easy to-manage, long-term
storage. Log archives can be restored quickly and easily months or

|Snf0rmt<51t|0n years later in support of after-the-fact investigations.
ecurity
Incidents Example Reports:

* Log Volume (By Log Source)
* Event Rate Analysis
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IS0 27001 Compliance Recommendation How LogRhythm Supports the Guideline

Al13.2.3 Where a follow-up action against a person or LogRhythm documents alarm and response activities such as
organization after an information security incident ‘responsible parties notified’; alarm status such as ‘working, escalated,
Collection of involves legal action (either civil or criminal), evidence resolved’; and what actions were taken.

shall be collected, retained, and presented to conform
to the rules for evidence laid down in the relevant
jurisdiction(s).

Example Reports:
+ Alarm And Response Activity

Evidence

A.14 Business Continuity Management

IS0 27001 Compliance Recommendation How LogRhythm Supports the Guideline

Al41.2 Events that can cause interruptions to business LogRhythm collects logs continuously and real-time in the
processes shall be identified, along with the probability organizational IT environment. The logs are normalized, analyzed and
Business and impact of such interruptions and their consequences presented in the LogRhythm Dashboard for real-time review. Alarms
Continuit d for information security. are activated on critical events that will cause immediate and direct
QML EIn notification to the administration. Reports and investigations for
Risk compliance are available at all times.

Assessment Example Reports:

» System Critical And Error Conditions

Examplie Alarms:
» Windows Host Critical Condition
» *NIX Host Critical Condition

A.15 Compliance

IS0 27001 Compliance Recommendation How LogRhythm Supports the Guideline

A151.3 Important records shall be protected from loss, LogRhythm's file integrity monitoring capability can be used to detect
destruction and falsification, in accordance with additions, modifications, deletions, and permission changes to the file
Protection of statutory, regulatory, contractual, and business system. Analysis & reporting capabilities can be used for monitoring
. requirements. configuration changes. Real-time alerting can be utilized to detect and
grgan(ljzatlonal notify of changes to specific configurations.
ecores Example Reports:
* File Integrity Monitoring Log Detail
A15.3.2 Access to information systems audit tools shall be LogRhythm's file integrity monitoring capability can be used to detect
protected to prevent any possible misuse or compromise. additions, modifications, deletions, and permission changes to the file
Protection of system. Analysis & reporting capabilities can be used for monitoring
. configuration changes. Real-time alerting can be utilized to detect and
Isnfotrmatlgnd.t notify of changes to specific configurations.
nglsms udl Example Reports:

« File Integrity Monitoring Log Detail
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