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Å3,000 employees 

Å2,700 guest researchers 

Å1,300 field staff in partner 

organizations  

ÅTwo main locations: 

Gaithersburg, MD and 

Boulder, CO 

 

Priority Research Areas 

   Advanced Manufacturing 

  IT and Cybersecurity 

  Healthcare 

  Forensic Science 

  Disaster Resilience 

  Cyber-physical Systems 

Advanced  
Communications 

National Institute of Standards and Technology 



Research, develop, and apply 

practical, innovative security 

technologies and methodologies that 

enhance our ability to address current 

and future computer and information 

security challenges. 

   Biometrics ï Software Assurance ï Domain Name Security ï Identity 
Management ï FISMA ï Security Automation ï National Vulnerability Database 

ï Configuration Checklists ï Digital Signatures ï Risk Management ï 
Authentication ï IPv6 Security Profile ï Supply Chain ï NICE ï Health IT 

Security ï Key Management ï Secure Hash ï PKI ï Privacy Engineeringï Smart 
Grid ï Continuous Monitoring ï Small Business Outreach ï Mobile Devices ï 
Standards ï Cloud Computing ï Usability ï NSTIC ï Passwords ï Hardware 
Security ï Electronic Voting ï Wireless ï Security Awareness ï  Vulnerability 
Measurement ï Security Metrics ï Public Safety Communications ï NCCoE 

NISTôs Cybersecurity Portfolio 



ÅIt is a cross-cutting problem, impacting Federal agencies, state and 

local governments, academia, all industries and market segments, 

consumers, and other countries. 

ÅIt is a national security, homeland security, economic security, law 

enforcement, technology, and people issue ï and innovation 

opportunity - all at once. 

ÅIt requires a combination of technology, policy, people, and legal 

tools.  

Cybersecurity requires a collaborative approach 



Challenges for Cities - Transportation 

ÅGridlock 

 

ÅLimited room to build more roads 

 

ÅSprawl contributes to gridlock by 

increasing travel distance and time 

 

ÅThese vehicles have to be stored 

somewhere 

 

 



Challenges for Cities - Energy 

ÅSignificant Energy Needs 

ÅCities consume about 75% of all energy 

ÅResponsible for 40-60% of all greenhouse gases 

 

ÅAging Grids Supplying More People 

 

ÅNeed for More Sources of Power 

ÅSustainable 

ÅAlternative to fossil fuel 

ÅLocal 

 

 



Challenges for Cities ï Health and Mortality 

ÅAir Quality  

ÅResearchers have defined ñblack riversò of pollution in urban areas 

ÅIncrease in incidence of respiratory disease 

 

ÅEmergency Response 

ÅDelay caused by congestion 

ÅLack of data in a timely manner can impede efficient response 

 

ÅWater Management 

ÅAging infrastructure that is not readily accessible 

ÅEssential to all life 

 

 

 



The Smart Cities Initiative 

Launched September 14th, 2015 and expanded in 

September 26th, 2016, to target federal resources to 

meet local needs and support community-led 

solutions 

 
Goals 

ÅInvest over $160 million in federal 
research in Sept 2015 

ÅAdditional $80 million announced Sept 
2016 

ÅLeverage dozens of new technology 
collaborations to help local communities 
tackle key challenges 

Programs 

ÅNIST (Global City Teams Challenge), NSF 
(Foundational Research) 

ÅDHS, DOT, DOE, ITA, NTIA, EPA 

ÅFormation of Federal Smart Cities and 
Communities Task Force for interagency 
cooperation 



Global City Teams Challenge 

ÅEstablish and demonstrate replicable, scalable 

and sustainable models for collaborative 

incubation and deployment of interoperable, 

standard-based IoT solutions and demonstrate 

their measurable benefits in Smart 

Communities/Cities 

ÅEnable the measurement science for real-world 

IoT deployments in scale 



Advanced Technologies and Smart Cities  

Connected-Automated Vehicles 

Benefits 

ÅOrder of magnitude  

safety improvements 

ÅReduced congestion 

ÅReduced emissions and  

use of fossil fuels 

ÅImproved access to jobs  

and services 

ÅReduced transportation  

costs for govôt and users 

ÅImproved accessibility  

and mobility 

Connected Vehicles 

Vehicle Automation 

Internet of Things 

Machine Learning 

Big Data 

Mobility on Demand 

Smart Cities 

Technology convergence will revolutionize transportation,  

dramatically improving safety and mobility while 

reducing costs and environmental impacts 

U.S.  Department of 
Transportation 



Smart Grid Evolution 

High use of variable renewables 

Distributed generation and 
microgrids 

Ubiquitous networked 
sensors 

Smart meters and 
real time usage 

data 

Dynamic pricing 

Energy management systems 

Smart 
appliances 

Distributed 
storage 

Bidirectional 
metering 

Electric 
vehicles 

Smart Grid for Smart Cities 




