
    
    
        
    

    

    
        
            


        

        
            
                
                    
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                    
                
                
                    
                        
                            
                        
                    
                

                

            

        
    

    
        
            
                
                    
                
            
            	
                    
                        
                        
                            
                                
                            
                        
                    

                


            
            

        

    

    
        
            	
                    
                        
                            
                        
                    
                
	News
	
                    Topics
                    

                
	
                    Features
                    

                
	Webinars
	White Papers
	Podcasts
	
                    EventsEvents & Conferences
                    

                
	Directory
	
                    
                        
                            
                        
                    
                    	
                            
                                
                                
                            

                        


                


        

    

    
	
        
            Infosecurity Magazine Home » News » Department of Homeland Security wants to be your "friend"
        

    



    
	
        

    
		
        
			

            
				
                
                    
                        Department of Homeland Security wants to be your "friend"

                    
                        News
                        19 Oct 2010
                    

                

            
			

        
		


        

        
            
                

                
			
                    
                        

                        
				
                            
                                	
                                        
                                            
                                            
                                        
                                    
	
                                        
                                            
                                        
                                    
	
                                        
                                            
                                                
                                            
                                        
                                    


                            

                            
                                

                                

                                

                                

                                
                                    Last year, the EFF, in cooperation with the University of California, Berkeley, submitted requests under the Freedom of Information Act (FOIA) to a number of government agencies for documents regarding surveillance of social networks.
The EFF received DHS documents this month indicating that DHS's US Citizenship and Immigration Services (USCIS) agency was using social networks to investigate citizenship petitions and that the department had set up a social networking monitoring center to collect and monitor online communication during the 2009 presidential inauguration.
The USCIS documents revealed that the agency was instructing its agents to pose as “friends” to those applying for citizenship in order to gather evidence of fraud, such as whether the applicant was in a “valid relationship.” One of the documents, a memo entitled Social Networking Sites and Their Importance to FDNS [Office of Fraud Detection and National Security], states:
“Narcissistic tendencies in many people fuels [sic] a need to have a large group of “friends” link to their pages and many of these people accept cyber-friends that they don’t even know. This provides an excellent vantage point for FDNS to observe the daily life of beneficiaries and petitioners who are suspected of fraudulent activities….This social networking gives FDNS an opportunity to reveal fraud by browsing these sites to see if petitioners and beneficiaries are in a valid relationship or are attempting to deceive [USCIS] about their relationship. Once a user posts online, they create a public record and timeline of their activities. In essence, using MySpace and other like sites is akin to doing an unannounced cyber 'site-visit' on a [sic] petitioners and beneficiaries.”
In a blog post, Jennifer Lynch, an EFF staff attorney, described the USCIS program as “disconcerting, both for its assumptions about people who use social networking sites and for its potentially deceptive and unethical approach to collecting information.”
Lynch told Infosecurity that “it is not clear what evidence they need for fraud before they can go online and look at people’s profiles. The memo seems to encourage agents to go on Facebook, MySpace, and other social media and poke around into people’s private profiles and possibly friend them in order to get access to their private profiles. It makes a lot of assumptions about how people use social media that I don’t think are necessarily correct. It assumes that everything we say online is current and accurate. That is not necessarily true.”
In another DHS document, the department describes the establishment of a social networking monitoring center to monitor sites for “items of interest in the routine of social networking posts on the events, organizations, activities and environment” surrounding the presidential inauguration.
In the set of slides, DHS said it would not collect “personally identifiable information (PII), such as full name, email address, mailing address, telephone numbers, credit card numbers, IP addresses, or specific locations during the inauguration period.” It also said it would adhere to the “fair information practice principles set forth in the DHS privacy technology implementation guide.”
Lynch expressed some skepticism about the DHS privacy caveats. “It not clear what they did with the information after the inauguration was over”, Lynch told Infosecurity. She said that studies have shown that it is possible to match information that does not contain PII with personal details gathered from various databases on the internet. “It is not difficult to re-identify people if you have enough and the right information about them. So it wasn’t completely clear from the DHS slides what the DHS was doing with information like user names.”
DHS has said that it destroyed the information gathered as part of the inauguration monitoring effort.
Lynch said that if DHS was just gathering public information from social networking sites, she wouldn’t consider it spying, but monitoring. “It’s certainly creepy to think that government agents are reading our social media pages and watching what we do online.”
She said that US citizens should be “concerned” about the US government’s surveillance of social media sites. “People need to make sure that the information they want to keep private is kept private. So they need to adjust their privacy settings accordingly and not accept friend requests from people they don’t know.”
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                                    www.eff.org/files/filenode/social_network/DHS_SNMC_Inauguration_monitoring.pdf
                                


                        Infosecurity is not responsible for the content of external sites.

                                

                            

                        

                        
                                
                                    You may also like

                                    	Homeland Security mulls snooping on social networking sites
News2 Nov 2011



	RSA Europe: Organisations should ban social networking says Ira Winkler
News13 Oct 2010



	Social Networking - A Risk to Information Security?
Magazine Feature20 Aug 2009



	ITsec vendors rally to support Safer Internet Day
News10 Feb 2009



	Face-off in Oxford
Magazine Feature1 Oct 2007





                                

                            

                        

    
        What’s hot on Infosecurity Magazine?

    

    	Read
	Shared
	Watched
	Editor's Choice


    
        
            Wiz Discovers Flaws in GenAI Models Enabling Customer Data Theft
News5 Apr 2024

1

China Using AI-Generated Content to Sow Division in US, Microsoft Finds 
News5 Apr 2024

2

Leicester Council Confirms Confidential Documents Leaked in Ransomware Attack
News4 Apr 2024

3

LockBit Scrambles After Takedown, Repopulates Leak Site with Old Breaches
News4 Apr 2024

4

NIST Unveils New Consortium to Operate National Vulnerability Database
News28 Mar 2024

5

New JSOutProx Malware Targets Financial Firms in APAC, MENA
News4 Apr 2024

6


            

        

        
            Wiz Discovers Flaws in GenAI Models Enabling Customer Data Theft
News5 Apr 2024

1

How to Discover the Right AI Cybersecurity Tools for Your Security Strategy 
News Feature4 Apr 2024

2

17 Billion Personal Records Exposed in Data Breaches in 2023
News28 Mar 2024

3

LockBit Scrambles After Takedown, Repopulates Leak Site with Old Breaches
News4 Apr 2024

4

NHS Trust Confirms Clinical Data Leaked by “Recognized Ransomware Group”
News27 Mar 2024

5

NIS2 Requires Major Changes in EU SaaS Cybersecurity
Blog3 Apr 2024

6


            

        

        
            Adapting to Tomorrow's Threat Landscape: AI's Role in Cybersecurity and Security Operations in 2024
Webinar28 Mar 2024

1

Beyond Passwords: Securing the Digital Age with MFA, 2FA, and Passwordless Authentication
Webinar19 Mar 2024

2

Bouncing Back: Building Organizational Resilience in the Face of Cyber-Attack
Webinar20 Mar 2024

3

Cracking the Culture Code: Building a Cybersecurity-Aware Workforce
Webinar19 Mar 2024

4

Untangling the Web: Navigating Third-Party Risk in a Hyperconnected World
Webinar19 Mar 2024

5

Disinformation Defense: Protecting Businesses from the New Wave of AI-Powered Cyber Threats
Webinar20 Mar 2024

6


            

        

        
            Infosecurity Magazine Spring Online Summit 2024: Day One
Online Summit09:45 GMT, 19 Mar – 15:00 GMT, 20 Mar 2024

1

Infosecurity Magazine Spring Online Summit 2024: Day Two
Online Summit10:45 – 16:00 EDT, 20 Mar 2024

2

Russia’s Midnight Blizzard Accesses Microsoft Source Code 
News11 Mar 2024

3

I-Soon GitHub Leak: What Cyber Experts Learned About Chinese Cyber Espionage
News Feature27 Feb 2024

4

LockBit Takedown: What You Need to Know about Operation Cronos
News26 Feb 2024

5

Women in Cybersecurity at Infosecurity Europe 2024
Magazine Event16:00 PDT, 4 Jun 2024

6


            

        

    

    



                    

                
		

            

        
    
	


    

    

    


    



    
        
            
                
                    
                        
                            
                                
                                
                                
                                
                                
                                
                                
                                
                                
                                
                                
                                
                                
                                
                                
                                
                                
                                
                                
                                
                                
                            
                        
                    

                    

                    
                        
                            
                                The magazine

                                	About Infosecurity
	Meet the team
	Contact us


                                Advertisers

                                	Media pack


                            

                            
                                Contributors

                                	Forward features
	Op-ed
	Next-gen submission


                            

                        

                    

                    
                        	
                                
                                    
                                    
                                
                            
	
                                
                                    
                                
                            
	
                                
                                    
                                    
                                
                            


                    

                    
                        
                            	Copyright © 2024 Reed Exhibitions Ltd.
	Terms and Conditions
	Privacy Policy
	Intellectual property statement
	Cookie Settings
	Cookie Policy
	Sitemap


                        

                    

                

            

        
        
            


        

    

    
        
            

            
                
                    
                
            
        

    


    
    


    

    
    
    
    
    

    
